TRUONG DAI HOC BACH KHOA HA NOI
KHOA CONG NGHE THONG TIN

Thac Binh Cwong

Bai giang dién twr mon hoc
KIEM THU VA BAO PAM
CHAT LUQNG PHAN MEM




MO DAU..

CHUONG 1: CAC KHAI NIEM......

1.1
1.2.
1.3.
1.4.

Cac dinh nghia... s
Vong doi cua viéc kiem 1121116111 (testmg hte cycle)
Phan loai kiém nghiém: ..

Su twrong quan giita cac cong doan xay dunq phan mém va loal kjem

nghiém: M6 hinh chir V...

L.5.

CHUONG 2:
2.1
2.1.1.
2.1.2.
2.1.3.
2.2.
2.2.1.
2.2.2.
2.23.
2.24.

CHUONG 3:

3.1.
3.2.
3.3.
34.
3.5.
3.6.
3.7.
3.8.
3.9.

CHUONG 4:

4.1.
4.2.

CHUONG 5:

5.1
5.2
5.3.
54.
5.5.

CHUONG 6:
6.1.
6.2.
6.2.1.
6.2.2.
6.3.
6.3.1.
6.3.2.
6.3.3.
6.4.

So lwot cac ky thuat va cong doan klem 11211161"[1

KIEM CHUNG VA XAC NHAN (V & V) .....

Kiém chimg va hop I¢ hoa...

T6 chire viéc kiém thi phan INIEIIY 1o
e 15
.17

Chién hroc kiém thir phén mém ...
Tiéu chuan hoan thanh kiém thir ..

Phat trién phan mém phong sach {cleam‘oom soﬁwale dEV elopment)
.. 18

Nghé thuat cua viéc go roi..

Tién trinh fol] 161
Xem XEE tAM LY 1o
CAch 1€ CAN @O 106 .viiuiiiiiiiiiiicic ettt

KIEM THU PHAN MEM

QuA trinh KIEM thiF.........oveoceseeeeeeeeeee e
Kiém thir hé thong
KM thie tiCh DO v
Kiém thie phat DANK ..ot
Kiém thir hiéu THATLE .ottt ettt ettt et b ettt e
32
33
w35

.45

Kiém thtr thanh phan ....

Kiém thir giao dién .. .

Thiét ké trrong hop thu’ {Test case demgn)
Tw dong héa kiém thir (Test automation)...

CAC PHUONG PHAP KIEM THU

Phuong phap White-DoX:.......ooiiiiiiiiiiiiicce e
Phuong phap black-DOX: ........c.coiiiiiiiiiiiiiiceicc e

KIEM THU TICH HOP....

Tich hop trén Xuéng.
v 68
v 69
e 71

12

Tich hop dwdai 1én. .

Kiém thir n1 quy... .

Goi y vé viéc kjem thu' thh ho’p
Lap tai liéu vé kiém thi tich hqp

KY NGHE PO TIN CAY PHAN MF:M

G161 thiéu... -

Xac nhan tmh tm cay

So thao hoat dong ...

Du doan tinh tin céy

Pam bao tinh an toan e
Nhing luan chirng vé tmh an toan

Pam bao quy trinh... e
Kiém tra tinh an toan kh1 thlrc luen

Cac trueong hop an toan va tin cay dlro’c

SR RV RTINS

13

.13

14

18

18
19
19

22
22
24
25
27
31

49
50
59

66
66

75

e 13
e 16
e 18
e 19
e 82
e 83
e 86

... 88

89



CHUONG 7: KIEM THU PHAN MEM TRONG CONG NGHIEP
7.1.  QUY TRINH KIEM TRA PHAN MEM CO BAN...

7.2. MO HINH KIEM TRA PHAN MEM TMM {TESTING MATURITY
s 99
...105

MODEL).... .

7.3. Cac cong cu kiem thlr (Test tools)
7.3.1. TAI SAO PHAI DUNG TEST TOOL
7.3.2. KHAI QUAT VEKTTD..

7.3.3. GIGI THIEU CONG CU KTTD QUIC KTE ST PROFESSIONAL

7.3.4. Kiém tht don vi véi JUnit... e e
CHUONG 8: UGC LUQNG GIA THANH PHAN MEM.......

8.1.  Gidi thieu... s

8.2.  Nang suat phan mén .

8.3. Ky thuat wdc lwong...

8.4. Mo hinh hoa chi phi thuat toan

8.5. Mo hinh COCOMO.. .

8.6. MO hinh chi phi giai thuat trong ke hoach du’ an..
8.7.  Nhan vién va khoang thoi gian cia dy an .

CHUONG 9: QUAN LY CHAT LUQNG PHAN \[EI\I

9.1.  Chéat lwong qua trinh va chat hrong san pham
9.2.  Chat lwong qua trinh va chat hrgng san pham
9.3.  Pam bao chat lwong va cac chuan chat lrong. ..
94. Lap ké hoach chat lwong....

9.5. Kiém soat chat lu’o‘ng

9.6. CMM/CMMi..
9.6.2. Chu tric cua CMM

9.6.3. So sanh gitra C\/L\/[ va C MM1

CHUONG 10: QUAN LY CAU HINH...

10.1. Gidi thiéu...

10.2. Ké hoach quan trl cau hmh

11.2.  Quan Iy viéc thay doi... .

11.3.  Quan ly phién ban va ban phat hanh
11.4. Quan ly ban phat hanh...
11.5. Xay dung hé thong ...

11.6. Cac cong cu CASE cho quan t11 cau hmll

PHU LUC- CAC CAUHOI ON TAP......

1. Chat hrong va dam bao chat hrong phém I ..o

2. Céc d¢ do ddc trung chét hro’ng phan mém..
3. Kiém thi phan mem.

e 105
v 106
v 108

112

129

.. 129

e 131
e 135
e 137
e 139
v 147

... 149

153

.. 153

e 155
v 156

.. 163
164

.. 165

... 166
172

174

..174

R ¢
e 179
e 183
v 186

... 189
.190

197

197

.. 198

4. Quan ly cau hinh phan INEINL...o oo

TAILIEU THAM KHAO

.. 199

201



MO DAU
Quan Iy chat leong phan mém la van dé khong moi nlumg theo mot s6 danh gid la con
veu ciia cac cong ty phan mém Viét Nam. Mot s6 cong ty trong nirge hién da dat cdc chuén
quéc té CMM/CMMI trong nang cao néng liec va qudn Iy chat hrong phan mém, song chi
dém dieoe trén dau ngén tay, va hién ciing chi géi gon trong vai céng tv gia céng cho thi
IriFong niroc ngoai.

Lau nay, néi dén chat lrong phan mém, khong it ngieoi nghi ngay dén van dé la xac
dinh xem phan mém dé cé phat sinh 16i hay khong, cé "chay" ding nhr véu cau hay khéng
va cuoi ciing thirong quy veé vai tro ciia hoat dong kiém thir phan mém (testing) nie la hoat
dong chiu trach nhiém chinh.

Véi quan diém cia khach héng, diéu nay cé thé ding, ho khong can quan tam ngi tinh
ciia hoat déng phat trién phan mém, diéu ho can quan tam la liéu san pham cuéi ciing giao
cho ho c6 ding han hay khéng va lam viéc dimg niie ho muoén hay khong.

Tuy nhién theo quan diém ciia ngieoi phat trién phcﬁ:n mém, thiec té cho thay hoat dong
kiém thir phan mém la quan tr ong, nhumg khong di dé dam bao san phmn sé diroc hoan
thanh diing han va diing yéu cau. Kiém thir sau ciing dé phat hién 16i la diéu tat nhién phai
lam, nlumg trong rat nhiéu trieong hop, dieu doé thirong qua tré va sé phdi mdt rdt nhiéu
thoi gian d@é sira chira.

Thire té cho ﬂchs-’, dé dam bado ciroc hai tiéu chi "don gian" trén cua khach hang, doi hoi
16 chirc khéng chi van hanh tot khau kiém thie phan mém, ma phdi té chirc va duy tri sir
hoat dong nhip nfzang ciia ca mot hé thong cac céng viéc lién quan dén mét dir én pfzan
ménm, tir day xudt hién mét khai niém cé tén la "hé thong quan Iy chat lheong pfzan mem"
bao gom céc quy trinh dieoc thiec thi xuyén suét chu ky phat trién cia dir én pfzan mém
song hanh cimg viéc kiém thir phdn mém nhdam dam béo chat heong cho phan mém khi
cluyén giao cho khach hang.

Véi thiee té trém, la nhitg nguoi lam cong tac dao 1qo_mong muon cung cdp cho sinh
vién nganh cong nghé phan mém - ‘nhimg nguroi sé la nguon nhan e chit yéu trong tirong
lai ciia cac doanh nghiép phfm mém — nhimg khai niém, kién thirc va ky néng co ban ban
dau vé kiém thir phan mem, vé qui trinh quan Iy chdt lirong, dam bao chdt lieong phan mém
théng qua gido trinh (ndi bo) Kiém thir va dam bado chdt leong phan mém (Software
Testing and Quality Assurrance).

Gido trinh ndy voi muc tiéu cung Cap cho sinh vién cong nghé phan mém cé dieoc kién
thirc va ky ndng vé viéc kiém thir phan mém, cac cong doan kiém thir, cac loai kiém thi,
cong cu kiém thir, xay dymg tai liéu hem thit, dir liéu kiém thir ... Va xay qui trinh déam
bao chat lrong pfzan mem, gioi thiéu téng quan ve hé ﬂ?ong quan Iy chat heong, nguyén
téc, kv thudt . f‘fe dam bao rang dir én phan mém sé chuyén giao cho khach hang ding
han, ding yéu cau.

Day la gido trinh so khoi, con nhiéu van dé chira di sau phan tich va thiec hién, con
mang tinh Iy thuy er nhiéu. Tac gia hy vong ban doc dong gop ¥y kién dé phién ban 2 dap
img tot hon yvéu cau clia nhiéu doc gia, ciia sinh vién vad ké ca nhimg ngiroi dang cong téc
tai cae phong phat trién va dam béo chat lhieong phan ménm.




CHUONG 1: CAC KHAI NIEM

1.1.  Cac dinh nghia

“Loi phan mém la chuyén hién nhién cua cude song Chuing ta dii c6 gang dén mirc nao
thi thuc te 1a ngay ca nhing 1ap trinh vién xuat sic nhat ciing khong co thé lic nao cung
viét dwoc nhitng doan ma khéng c6 16i. Tinh trung binh, ngay ca mot lap trinh vién loai tot
thi cling c6 tir 1 dén 3 16i trén 100 dong lénh. Ngudi ta wéce lwong rang viéc kiém tra dé tim
ra cac 16i nay chiém phéan nira khéi lwong cong viéc phai lam dé cé dwge mot phan mém
hoat dong dwoc”. (Software Testing Techniques, Second Edition, by Boris Beizer, Van
Nostrand Reinhold, 1990, ISBN 1850328803).

Trén diy la mét nhan dinh vé cong viéc kiém nghiém (testing) chwong trinh.

That vay, ngay nay cang ngay cac chwong trinh (cac phin mém) cang tré lén phurc
tap va @6 so. Viéc tao ra mét sin phim cé thé ban dwoc trén thi trwomg doi hoi sy no
lec caa hang chuc, hang tram tham chi hang ngan nhan vién. S6 lwong dong ma lén
dén hang triéu. Va dé tao ra mot san pham thi khéng phai chi do mét t6 chirc dirng ra
lam tir diu dén cudi, ma doi héi sw lién két, tich hop cia rat nhiéu sin pham, thw vién
1ap trinh, ... cia nhiéu t6 chiec khac nhau... Tir d6 doi héi viéc kiém nghiém phan
mém cang ngay cang tré nén rat quan trong va rat phuec tap.

Song song véi sw phat trién cic cong nghé 1ap trinh, cac ngén ngir 1ap trinh... thi cac
cong nghé va ky thuat kiém nghiém phin mém ngay cang phat trién va mang tinh
khoa hoc. Bai tiéu luin nay véi muc dich la tip hop, nghién ciru, phéan tich cac ky
thudt, cac cong nghé kiém nghiém phin mém dang dwoc sit dung va phat trién hién
nay.

1.1.1. Dinh nghia:

Viéc kiém nghiém la qu4 trinh thuc thi mét chwong trinh véi muc dich 1a tim ra 16i.
(Glen Myers)

Gidi thich theo muc dich:

Viéc thir nghiém hién nhién la néi dén cac 16i (error), sai sot (fault), hong héc (failure)
hoic cac hiu qui (incident). Mot phép thir 1a mét cich chay phin mém theo cic
trweong hop thir nghiém véi muc tiéu la:

»  Tim ra sai sét.
» Giai thich sy hoat dong chinh xac.

(Paul Jorgensen)

1.1.2. Cac thuit ngir:
» L4i (Error):
— Lacac 16i lam do con nguoi gay ra.
= Sai sot (Fault):

—  Sai sot gy ra 16i. C6 thé phan loai nhw sau:




e Sai s6t do dua ra duw thira — ching ta dira mot vai thir khéng chinh
xac vao mo ta yéu cau phan mém.

e Sai s6t do bo sot — Nguoi thiét ké co thé gay ra sai sot do bo sot, két
qua la thiéu mot so phan dang ra phai cé trong moé ta yéu cau phan
meém.

» Hong hoc (Failure):

— Xay ra khi sai s6t dwogc thuce thi. (Khi thue thi chwong trinh tai cac noi
bi sai thi sé xay ra trang thai hong hac).

= Két qua khong mong doi, hau qua (Incident)

— La nhimg két qua do sai sot dem dén. Hau qua la céac triéu chimg lién
ket va1 mot hong hoc va bao hiéu cho nguwroi dung biet sw xuat hién cua
hong hoc.

»  Truong hop thir (Test case)

— Trwong hop thir duwge lién két twong vmg véi hoat dong cua chwong
trinh. Mot treong hop thwr bao mot mot tap cac gia tri dau vao va mot
danh sach cac két qua dau ra mong mudn.

» Tham tra (Verification)

— Tham tra la "tién trinh nham xac dinh dau ra cia mot cong doan trong
viéc phat trién phan mém phu hop véi cong doan truede do.

»  Xac nhan (Validation)
— Xac nhan la tién trinh 1ﬂ1é1q chi ra toan hé thong da phat trién xong phu
hop vai tai liéu mo ta yéu cau.
So sanh giita T hém tra va Xdac nhan:
= Tham tra: tham tra quan tim dén viéc ngan chan 16i giita cac cong doan.

» Xac nhan: xac nhan quan tam den san pham cuoi cung khong con 16i.

1.2.  Vong doi cia viéc kiém nghiém (testing life cycle):

Bang dudi day mé ta cac cong doan phat trién mot phan mém va cach khac phuc 16i.
Lai c6 thé xay ra trong tat ca cac cong doan tir “M6 ta yéu cau”, “Thiét ké” dén “Lap
trinh”.

Tir cong doan nay chuyén sang cong doan khac thwong nay sinh céac sai sot (do du thira
hodc thiéu theo mé ta yéu cau).

Dén cong doan kiém nghiém chiing ta s& phat hién ra cac hau qua (cac két qua khong mong
muon).

LY

Qua trinh stra 16i bao gom ¢ phan loai 161", “c6 lap 16i” (tim ra nguyén nhéan va noi gay 161),
de ra “giai phap swtra 161" va cuoi cung la khéc phuc lo1.




Vong doi cia kiém nghiém
Loi v\Sfral 16i

M6 ta yéu cau [ Giai phap sira 16i J
Loi
Sai s6t
Thiét ké [ Co lap 16i ]
Loi
Sai s6t
Lap trinh Phan loai 16
Sai sc& /{au qua
Kiém nghiém

1.3.  Phan loai kiém nghiém:
Co6 2 mxc phan loai:
» Mot la phan biét theo mitc do chi tiét ciia cac bod phan hop thanh phﬁn mém.
—  Muc kiém tra don vi (Unit)
—  Muc kiém tra hé théng (System)
—  Mutc kiém tra tich hop (Integration)

= Cach phan loai khac la dwa trén phwong phap thit nghiém (thwong dung & miic
kiém tra don vi)

— Kiém nghiém hop den (Black box testing) ding dé kiém tra chirc nang.

— Kiém nghiém hop tring (White box testing) ding dé kiém tra cau truc.

Hinh bén dudi biéu dién su trrong quan cua “cac tiéu chi chét lwong phan mém”, “mic d6
chi tiét don vi” va “phwong phap kiém nghiém”
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1.4.  Suw twong quan giira cic cong doan xiy dung phin mém va loai kiém
nghiém: M6 hinh chit V

M0 hinh nay nham giai thich su twong quan gitta cac cong doan xay dung phan mém va
cac loai kiém nghiém. O méi cong doan xay dung phan mém sé twong tmg véi mot loai
kiém nghiém va can c6 mot hd so kiém nghiém twong tng dwoc thanh lap dé phuc vu cho

viéc kiém nghiém.

Vi du:

- Céng doan: Yéu cau phan mém(reguiemem.;)_:_ Loai kiém nghiém: Kiém nghiém
chap nhan (acceptance test); Ho so: ho so kiém nghiém chap nhan (acceptance test

spec).

- Cong doan: M5 ta chi tiét phan mém (specification); Loai kiém nghiém: Kiém
nghiém hé théng(system test); Hé so: ho so kiém nghiém hé théng (system test

spec).

- Cong doan: Ho so kién tric (architecture spec); Loai kiém nghiém: Kiém nghiém
tich hop (integration test); Ho so: ho so kiém nghiém tich hop (integration test

spec).

- Cong doan: Thiét ké chi tiét (detailed design); Loai kiém nghiém: Kiém nghiém

khéi (modhle test); Ho so: hd so kiém nghiém khéi (module test spec).

- Cong doan: Viét ma (implementation code); Loai kiém nghiém: Kiém nghiém

don vi (unit test); Ho so: ho so kiém nghiém don v1 (unit test spec).
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1.5. So lwot cac ki thuit va cong doan kiém nghiém:

Cac k¥ thuat va cong doan kiém nghiém co thé chia nhw sau:
= Kiém nghiém tam hep: kiém nghiém céac bo phan riéng ré.
— Kiém nghiém hop trang (White box testing)
— Kiém nghiém hop den (Black box testing)
= Kiém nghiém tam rong:
— Kiém nghiém bo phan (Module testing): kiém nhiém mot bo phan riéng
1é.
- Kjém nghiém tich hop (Itegration testing): tich hop cac bo phan va hé
thong con.
— Kiém nghiém hé théng (System testing): kiém nghiém toan bo hé théng.

— Kiém nghiém chép nhan (Acceptance testing): thuc hién bai khach
hang.




1.5.1. Cac loai kiém nghiém tim hep:

Céac loai kiém nghiém nay dwoc thuc hién dé kiém nghiém dén cac don vi (unit) hoac cac
khoi chitc nang (module).

a. Kiém nghiém hop trd"ng (white-box ftesting)

Con goi la kiém nghiém cau tric. Kiém nghiém theo cach nay la loai kiém nghiém st dung
cac thong tin ve cau triuc bén trong cia ttng dung. Viéc kiém nghiém nay dua trén qua trinh
thuc hién xay dung phan mem.

Tiéu chuan cua kiém nghiém hop tring phai dap g cac yéu cau nhw sau:
» Bao plni dong lénh: méi dong lénh it nhat phai dwoc thuc thi 1 lan

*  Bao pini nhéanh: méi nhanh trong so d6 diéu khién (control graph) phai dwoc di
qua mot lan.

»  Bao phi diromg: tat ca cac duong (path) tir diém khai tao dén diém cudi cing
trong so do dong dieu khién phai duoc di qua.

b. Kiém nghiém hép den (black-box testing)

Con goi la kiém nghiém chitc nang. Viéc kiém nghiém nay dwoc thuc hién ma khong can
quan tam dén cac thiét ké va viét ma cua chwong trinh. Kiém nghiém theo cach nay chi
quan tdm dén chirc nang da dé ra cia chwong trinh. Vi vay kiém nghiém loai nay chi dya
vao ban mé ta chirc nang cta chwong trinh, xem chwong trinh c6 thure sir cung cap dung
chirc nang da mo ta trong ban chitc nang hay khéng ma théi.

Kiém nghiém hop den dira vao cac dinh nghia vé chirc nang ciia chwong trinh. Cac treong
hop thir nghiém (test case) sé dwoc tao ra dwa nhiéu vao ban mo ta chitrc nang chir khong
phai dua vao cau tric cua chuwong trinh.

c. Van de kiéem nghiém tai bién:

Kiém nglt!jém bién (boundary) la van dé dwoc dit ra trong ca hai loai kiém nghiém hop den
va hop trang. Ly do 1a do 161 thwong xay ra tai viing nay.

Vi du:
ifx >y then S1I else S2
Véi diéu kién bao phu, chi can 2 truong hop thir 1a x>y va x<=y.
Véi kiém nghiém dwong bién thi kiém tra véi cac treong hop thi 1a x>y, x<y, x=y
Cic loai kiém nghiém taim réng:

Viéc kiém nghiém nay thuwc hién trén tam nmtc lén hon va cac khia canh khac cia phan
mém nhu kiém nghiém hé thong, kiém nghiém sy chap nhan (cua nguoi dung)...




